Mepbl 6e3onacHocTu npu paboTte B cucteme 16O
00O PHKO «lMnaTteXHbIN KOHCTPYKTOP»

Bxog B cuctemy AUCTaAHUMOHHONO ©aHKOBCKOrO OOCNy>XMBaHUS
(aanee — BO) aBnsaeTca MHorodakTopHbIM. Heobxoammo BBeCTH J1OrMH u
Maponb. He coobwanTte HMkomy cBow JlormH u NMaponb gocTyna K cucteme
AOB0. MNMpu nonbiTke nogkntodeHns Kk cucteme OBO Ha Bawe mobunbHoe
YCTPONCTBO MOCTynaeT yBeaoMSIeHWe Onda noaTeBepXaeHus Bxopa. Ecnu
nonbiTKa BXxoda ocywecTBnsieTcsa He Bamn — He noaTtBepxganTte BXo4 B
cuctemy [OBO. Coobwmte o6 atom cnydae B PHKO no Homepam
TenedOoHOB, YKa3aHHbIX Ha odumumnansHom cante PHKO.

cnonb3ynte TONbKO OOBEPEHHbIE KOMMbIOTEPLI C JIMLEH3MOHHbLIM
nporpammHbelM obecneveHnemMm. PerynsapHo oO6GHOBRsMTE MporpamMmMHoOe
obecneyeHne.

Ob6gaszaTtenbHO  yCTaHOBUTE HA  KOMMbKOTEPbl  @aHTUBUPYCHOE
nporpaMmmHoe obecrneyeHne ¢ exegHEBHbIM OOHOBMEHNEM aHTUBUPYCHbIX
6a3. BbINOnHANTE NOMNHYI0 aHTUBUPYCHYHO MPOBEPKY KOMMbIOTEPA HE pexe
O[HOro pasa B Hegento.

[MpoBepbTe, YTO BED-aApeC B aApeCcHOM CTPoKe Bpay3sepa HaunHaeTca
c «https». MHaye He BxoguTe B cuctemy [BO!

He coobuiante HUKOMY CBOM NepcoHarbHble OaHHble, Tak e JIoruH n
Maponb goctyna B cuctemy [B0.

Kaxgbin pa3 npu Bxoge B cuctemy [BbO Ha Homep MoOUIbHOro
TenedoHa, ykasaHHbI ONs yBeAOMeHUn, noctynaet SMS coobLieHue ¢
nHopmaunen ob IP agpece, ¢ KOToporo NpoBeAeHoO nogkniyeHue. Nvs
oTnpaButensa coobuweHns «PaymentkitRU». Ecnn npegbigywimn Bxon
ocywectBndanca c¢ gpyroro IP agpeca PHKO yBegomnsetr o6 aTowm
nocnegyowmm SMS coobLieHmem.

Kaxgbin knneHt PHKO mMoXeT ycTaHOBUTL OrpaHnyeHns ans Bxona B
cuctemy [OBO: ykasatb cTpaHbl, IP agpeca, npomMexyToKk BpeMeHu ASis
BO3MOXHOro noakntodeHns mn pabotbl B cucteme [OBO. [Ona aTtoro
HeobXxoQMMO HanpaBuTb COOTBETCTBYKLlee coobuieHne B UHTepderice
cuctembl OBO.

Knnent cuctembl [OBO mMoOXeT yCTaHOBUTb OrpaHUyeHus o
MakCcuMarnbHOM CyMMe OfdHOWM  onepauum  un(unuv) onepauun  3a
onpeaeneHHbin nepmnog BpemeHn. OrpaHnyeHust no onepaumsim MoryT ObiTb
YCTaHOBMEHbI KaKk Ha BCe orepauun KrInMeHToB, Tak U B paspe3e BUOOB
onepauun. [LOna 3Toro HeobxogMmMO HanpaBuUTb COOTBETCTBYHOLLEE
coobuleHune (3asBneHne) B uHTepdence cuctemol [160.

PHKO He 3anpawwvBaeT no tenegoHy unm 3NEeKTPOHHOW MnoyTte Yy
CBOMX  KIIMEHTOB  MH(popMaumio, CBA3aAHHYKD C  MNepcoHarbHbIMU,
aBTOPOTALMOHHLIMN OaHHbIMU U pasfinyHble O4HOpa3oBble KoAbl. byabTe
6anTenbHbl: HE oTBEYanTe Ha No4O6HbIE 3anpocChl, 3M0YMbILLIEHHUKN MOTYT
npeacTaBUTLCA KEM YrogHo!

Mpn nposBegeHun onepaunn B cucteme [OBO Ha mobunbHoe
YCTPONCTBO MNpPUXOOAT YyBedoMMeHuss ¢ WuHdopmauuen o6 onepauyuu,



BHMMATENbHO MPOBEPSNTE PEKBM3UTbI Mofiydatens U CyMMbl nepej
NoaTBEPXKOEHMEM OTNPABKN KaXXO0W ornepauuu.

YCcTaHOBUTE OrpaHn4eHne [Aoctyrna Ha MoOOUNbHOE YCTPOWCTBO
(cmapTdoH) wucnonb3ysa [MNH-kod, rpadpuyecknin KoY, naposib  Unu
BOCMNOSb3yNTECh APYron TEXHOSIOMMEN orpaHnYeHnst 4ocTyna K yCTPOMCTBY.

Cuctema 5O PHKO He npumeHsieT SMS ¢ ogHopa3oBbIMM KOgamu
Onsa noaTeBepXaeHna nnaTtexa. Hu B koem criydae He BBOAUTE U HUKOMY He
coobLanTe npuwenLwmin Kog, He NOATBEPXAanUTe onepauunto u obpatntechb
B PHKO o Taknx coobLueHusax.

PaboTtHukn PHKO 6yayTt cBssbiBaTbCca ¢ Bamun B cnyyvyae BbigBNeHUd
NpU3HaKoB onepaunn, OTHOCUMbIX K onepauusam 6e3 cornacusa KrmeHTta
(nanee - OBC). Bugbl Takux onepauun onpegerieHol TpeboBaHMSMU
denepanbHoro 3akoHogaTenbctBa P® n baHkom Poccun. Co CTOPOHLI
PHKO ponyctnma npuoctaHoBka OBC Ha cpok Ao AByx OHEW, B TeYeHUn
KOoTopbIX KnMeHT AofmkeH noaTBepauTb onepauuio unv yseaomutb o6 ee
OTMEHeE.

He ykasbiBanTe B coumarnbHbIX CETSAX U APYrMX OTKPbITbIX MCTOYHUKAX
abOHEHTCKMN  HOMEep  MOOWMbHOW  CBA3WM,  WUCMOMb3ylWMKUCA N4
yBegomneHumn ot cuctemsl [B0.

B cnyyae yTtepwu/kpaxu MOBUNBHOrO YCTPOMUCTBA, Ha KOTOPOM
yCTaHOBfIEHa nporpamma, npuMeHdemMas Ans NOATBEPXKOEHMMA BXoda U
noaTeepxaeHust onepauun B cucteme b0, HemegneHHo coobwmte 06
nHunpeHTte B PHKO.

Ecnn Bbl CMeHMNM HOMep MOOMNbHOM CBA3M — o00s3aTenbHO
coobwmte 06 atom B PHKO.

3anumwmnTte KOHTakTHbIM TenegoH ana ceasnm ¢ PHKO. Ecnu Bac
npocat ceasatbca ¢ PHKO no gpyromy Homepy, 3TO MOXeT O3HavaTb
NonbITKY MOLLEHHNYECTBA.

YcTtaHaBnuBante nwbble MOOUIbHbIE NPUMOXKEHUS TONMbKO U3
odomumnanbHbIX MarasnHoB NpurioxeHun (play.google.com, apps.apple.com).



